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Overview

Hider 2 makes hiding and encrypting confidential data on your Mac easier than ever. 

The application lets you hide any file or folder, so that no one can find it on your 
Mac with Finder or Spotlight. Each and every file you hide is automatically encrypted 
upon hiding to make your data safe and impossible to access without your Hider 
password. It provides all the tools necessary for convenient work with confidential 
data.

Key Features
— Use of AES-256 algorithm for hidden file encryption.

— Password protection of the application itself.

— Ability to hide entire folders.

— External drive support.

— Custom grouping for better file organization.

— Finder tags support.

— Secure notes functionality for confidential text data.

— Menu bar Assistant for easy file access.

System Requirements

— OS X 10.8+
— 16 MB of disk space

Chapter 1. Introducing Hider 2
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Getting Started

Initial Setup

Download Hider 2 from the Mac App Store and launch it to start the intro tutorial.

Follow the steps to get acquainted with the main features of Hider 2 until you reach the
Password Setup screen:

Here you should set up your Hider 2 password, which will be associated with your
Local Vault and vaults on external drives that you will create later.

Create a strong password, as it will be protecting all of your hidden data. You should 
make it difficult to guess or break.

Chapter 2. Getting Started
Initial Setup 

5



Hider 2 User Guide. Copyright © 2014 MacPaw Inc. All Rights Reserved.

Click the Create Vault button to start using Hider 2.

From this point you already have a secure vault on your startup drive, which is protected
by the password you have set.

The application should ask whether you wish to back up your Hider 2 password with
Keychain Access:

This decision will not affect Hider 2 functionality in any way. If you choose to back up
the password, it is possible for other users to unlock your Hider 2 copy via the Keychain 
Access application. You can always initiate Keychain password backup from Hider 2 
Preferences.

Chapter 2. Getting Started
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Start Hiding

As soon as you get to the main Hider 2 window, you are ready to add your first files
to Hider.

Please take the following steps to add a file to Hider 2:

1. Click the ‘+’ button the the main screen area.

2. Select the item you would like to hide in the dialog that appears.

3. Click the Open button to add the item.

Alternatively, you can just drag files or folders right onto the main Hider 2 window.

Hider 2 will automatically list all the added items in its interface, encrypt them using
the AES-256 algorithm and store them in your local vault.

Chapter 2. Getting Started
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You may toggle the Hide/Unhide switch of any particular file or use the general Hide All 
button in the bottom right hand corner of the app:

All of the items you’ve added to Hider 2 may have one of these two states:

Hidden — the item is currently encrypted and stored in your local vault.
Visible — the item is in its original location in Finder.

Please note that the hiding and unhiding process involves encryption and decryption, 
respectfully. This means that the time to complete these operations depends on file size.
On average, the process is nearly equal to amount of time it would take to simply copy
these items.

Chapter 2. Getting Started
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Organize Your Files

Hider 2 allows to keep your hidden files organized and easy to work with.
One of the main ways of organizing files in Hider 2 are groups.

By default, you only have the common All Files group. Click the ‘+ Add Group’ button to 
add new custom groups:

You can create as many as you like, in accordance with how you wish to organize your files.

Chapter 2. Getting Started
Orginize Your Files
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Hider 2 also provides native sorting capabilities to help you work with hidden items easier:

Last but not least is the Search function, available at any time in the top right hand corner
of the app:

It allows you to quickly search through all of your hidden items by their filenames.

In addition to groups, you can take advantage of Finder tags, which are automatically 
inherited by Hider 2 if any of the added files have tags assigned to them:

Chapter 2. Getting Started
Orginize Your Files
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Lock/Quit Hider

After you’ve added your confidential files to Hider 2, lock or quit
the application so that the data becomes secured with your password.

Click the Lock Hider button in the top left hand corner of the app:

This will bring you to the initial Hider 2 lock screen:

You will see this screen every time you launch or lock Hider 2. Entering your password will 
bring you back to the main Hider 2 interface.

Quitting the main application window for the first time will prompt you to either keep
the Hider 2 Assistant running in the menu bar or disable it. Please find more information
on Hider 2 Assistant in the third chapter of this Guide.

Chapter 2. Getting Started
Lock/Quit Hider
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External Drive Vaults

Hider 2 always stores your confidential files in the corresponding secure vaults
on the same drives the files came from.

Follow the steps below to create a secure vault on any of your external drives:

1. Connect the desired drive to your Mac.

2. Add any of its files to Hider 2.

Chapter 3. External Drive Vaults 12
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Hider 2 will automatically offer to create a secure vault on the corresponding drive and list 
this drive in its left hand area:

Hider 2 assigns the same Hider 2 password to all of your vaults on external drives.
If you change your Hider 2 password while your external vaults are disconnected,
they will remain locked with your previous password.

You can organize items in external drive vaults the same way you work with your
Local Vault. Take advantage of custom groups and Finder tags as needed.

Items in your external drive vaults can be unhidden on other Macs using Hider 2
if you know their passwords.

Chapter 3. External Drive Vaults 13
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Menu Bar Assistant

The functionality of the main Hider 2 window is supplemented by the Hider 2 menu bar 
Assistant. It greatly improves hidden file accessibility for users who constantly work with 
confidential data, not just store data for long periods of time.

The Assistant is enabled by default, but you can choose to disable it in Hider 2 Preferences
at any time:

The list of features includes:

1. Quick search among all hidden items.

2. Quick access list of recently used items.

3. Ability to open the main application window.

4. Lock Hider button allows you to lock both the Assistant and the main application window.

You may hide and unhide listed items by toggling the corresponding switchers, or by clicking
on filenames to automatically unhide and show files in Finder.

Chapter 4. Menu Bar Assistant 14
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Secret Notes

Hider 2 provides a convenient method of storing and editing confidential text data
without having to hide it in separate documents.

The Secret Notes feature is available as the last item in the left bar of the application:

Click the ‘+’ button at the bottom of the window to create your first note.

The main attributes of every note are the title and the content. Creation and last modification 
dates are saved automatically.

Chapter 5. Secret Notes 15
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You can sort by key attributes and search through note contents via the application 
toolbar:

Secure Notes are being edited and hidden in encrypted form within Hider 2.
You don’t need to hide or unhide them as they are only available within
the application interface. You can, however, copy the contents of your secure
notes at any time and use them in any other applications if needed.

Similarly to file grouping in your Local Vault, you may also create groups of Secure Notes:

Chapter 5. Secret Notes 16
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Global Keyboard Shortcuts

Hider 2 provides you with two really handy ‘invisible’ features, carried out via global
keyboard shortcuts. These are:

1. Shortcut for hiding all files, listed in Hider (Ctrl+Cmd+H).
Using this shortcut will hide all the currently visible items without even bringing
up the Hider 2 interface on your screen.

2. Shortcut for Hider Lock (Ctrl+Cmd+L).
This shortcut will lock Hider 2 so that all of its files become unavailable to anyone.
The interface of the application won’t be shown too.

You may edit Hider 2 shortcuts from the corresponding tab of Hider 2 Preferences:

Note that Hider 2 keyboard shortcuts will only work if the main application or Hider 2
menu bar Assistant are currently active.

Chapter 6. Global Keyboard Shortcuts 17



Hider 2 User Guide. Copyright © 2014 MacPaw Inc. All Rights Reserved.

1. Where do my hidden files go when I put them into Hider 2?

Hidden items get encrypted using the AES-256 algorithm and moved to a secure vault,
created by Hider 2. If the files come from your local drive, they are stored in a local vault
on this system drive. If you hide files on an external drive, a secure vault is created
on the drive and files get moved into it.

2. Am I protected from losing my files due to any problems that may occur while hiding
or unhiding (e.g. power failure)?

Yes, with Hider 2 you will never lose your files, since its algorithms always make sure you 
have at least one complete copy of your file in either hidden or visible state. If your Mac 
forcibly switches off while hiding/unhiding, the files will just remain in the previous state.

3. Is there a convenient way of moving files from previous versions of Hider to Hider 2?

Yes, Hider 2 should automatically identify previously hidden items and offer to migrate 
them to Hider 2 for you on first launch. You may also initiate this process manually from 
the main Hider 2 menu.

4. What it AES-256?

AES (Advanced Encryption Standard) - is a type of cipher for digital data, established
by the U.S. National Institute of Standards and Technology back in 2001. AES-256
is a 256 bit variant of the cipher, which is currently known as the worlds most advanced
and unbreakable cipher.

5. Does Hider 2 provide network protection and anonymity over the Internet?

No, Hider 2 is not a measure of online protection, a firewall or other similar solutions.
It is aimed to locally secure the files you deem confidential, so that nobody can decrypt 
them without knowing your password, even if they have access to your Mac.

Chapter 7. FAQ 18
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6. If I lose my Hider 2 password, is there a way to recover hidden items?

If you did not back up your Hider 2 password with Keychain Access application
and have forgotten it - there is no way we can recover your files. Please make
sure that you never forget your Hider 2 password that secures your confidential files.

7. Can I hide applications using Hider 2?

No, you cannot. After system integrity check some applications may reject to launch after 
they are unhidden from Hider 2.


